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1. tbstract,

The dissemipation of remote
sensing data faces several
restrictions. As an expression of
sovereignty, the United KNations
Principles on Remote Sensing give
sensed States access rights to the
primary and processed data of their
territory. Secondly, under the
domestic protection of intellectual
property rights, analyzers of remote
sensing data bhave exclusive rights
on their work  product, which
contains at the same time the
original remote sensing primary and
processed data.

. This article focuses on
restrictions to remote sensing data
which contain personal informationm,
imposed by data protection and
privacy rights. As an example serves
the establishement of databases with
remote sensing and personal
information for the verification of
farm subsidies in the EKuropean Union
EW.
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Remote sensing images have-
been used for quite a long time as a
tool in the assessment of natural
resources.

In recent years, the remote
sensing data are increasingly
organized in Geographic Information
Systems (GIS) which use “camputer
bardware and software to manipulate
and apalyse a wide variety of data
organized geographically...All sorts
of information are combined with
maps of other spatial data and
accessed on worksations® <'°. GIS Is
adding value to the images and thus
strengthening the remote sepnsing
imagery market.

£dditionally, the use of
multispectral channels and  the
continuous improvement of image
resolution for commercial uses,
combined with ‘“neuronal networks"
=2, a self-learning  automatic
program, raise the accuracy in the
image analysis. All these caombined
elements spare time, costs and, in
the near future, also high qualified
technicians. Consequently, the nature
of GIS provides easy access to a
vast amount of remote sensing data
which are combined with information
from other sources.
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Recently, satellite remote
sensing 1magery was Iintroduced by
the Kuropean Union (BU)> as a tool
for the control and enforcement of
economic policies, as a part of its
agricultural policy reform.

The Directorate General for
4griculture (DG VI), iIn cooperation
with the Statistics Bureau, uses
satellite data for the monitoring of
the growth of olives, citrus fruits
and wine in southern BKurope <3°,
while the Directorate General for
Science, Research and Development
DG XIDD runs a program called
"Nonitoring of Agriculture with
Remote Sensing®™ (MARS) based also onp
satellite data.

In order to monitor farmers'
fields, the EU Council has enacted
regulation No. EEC 3508/62 in 1992
for the introduction of "Integrated
Administrative and Control Systems”
(Integrated Systems). This
regulation, with binding force for
all Member States, has the objective
to verify the subsidies granted to
farmers and to prevent and punish
misuse. Under this  regulationm,
Nember States have the obligation of
implementing databases with
information coming from several
sources, including aerial and
satellite remote sensing imagery
(4rt.4)<4>,

Until 1993, each Member State
applied its own rules for the
granting of EFC subventions to its
farmers. With the new agricultural
policy, the administrative and
control mechanisms in all the Member
States are standardized. The basic
elements of these Integrated Systems
are national databases which contain
personal data of the farmers,
including their subsidy application,
their social situation, family status
and income, and a system for the
identification of fields <S~,
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Under this regulation the
subsidy applications will be
verified by administrative measures,
on site inspection and by aerial or
satellite remote sensing (Art.7).

The misuse of the KU farm
subsidies in the past, like the
deviation of finacial support for
other purposes, may have been the
reason for the enactment of the EU
Regulation on Integrated Systews.
But the permanent and systematic
monitoring of agricultural
productivity at the individual level,
cambined with the request to
disclose the financial and social
standing of the farmers, clearly
overshoots this purpose.

Germany's Constitutional Court
bas established the doctrin of
informational self-determination as
a special notion of personal liberty
<62, Data FProtection Acts exist at
the federal and State levels with
the aim to protect individuals
against the Infringement of their
right of informational self-
determination. The individvals bhave
the right +to decide about the
disclosure of their personal data.
This constitutional privacy right
includes the protection of
individuals against the collection,
archiving, processing and
transmiting of their personal data
unless they have comsented <7,

The Conference of German Data
Protection Representatives <€’ has
objected to the establishement of
databases under BU regulation No.
3508/92, pointing out that it does
not provide for the protection of
privacy rights of the affected
farmers.
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The Representatives, at
federal and state levels, comsidered
that in view of the individuals
right of informational self-
determination, this regulation does
not comply with the principle of
proportionality <®?: the executive
measure shall not be stromger and
the public intervemtion not be
graver than can be justified for the
purpose of the measure.

The conference of  Data
Protection Representatives proposed:
a) that the systematic remote
sensing monitoring of all
agricultural areas (by airplane ar
satellite means), be replaced by
random tests of selected areas;

b that only descentralized
databases in each state be
established (no Kuropean ar

centralized national databases for -

agriculture); »
c) that the EEC  regulations
implementing the Integrated Systems
shall not become the legal framework
for databases for other uses (eg.

tax purposes).

Data protection is not any
longer limited to a small pumber of

States, but is gaining importance
internationally. In the KU, only
Italy and Greece bhave no data

protection legislation. In the last
three years Belgium, Portugal, Spain
and Switzerland enacted data
protection laws.

Since 1990 the Commission of
the EKuropean Union works on a data
protection directive, which will
provide a framework for all member
states and in particular those with
no data protection legislations to
date.

So far, the drafts reveal that
this BU directive will not establish
a lower standard of data protection
than the German and French
legislations which are considered to
be at the upper end <'°°.
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Having discussed the specific
problems of European farm subsidies
and data protection, a more general
issue arises: Do data protection and
individual privacy rights Ilimit the
free flow of remote sensing data?
This type of problem is not new. Far
17 years the permissibility of
remote sensing of the territories of
the States through satellites was
discussed in United KNations
Committee on the Peaceful Uses of
Outer Space. During these
discussions, two positions existed:
freedom of information  through
satellite  data versus  natiopal
sovereignty. Vith the adoption of
Resolution 41/65 on Remote Sensing
Principles <''?, these problems were
solved. State sovereignity 1is no

longer a limitation to satellite
teleobservation, but certain
restrictions apply to the

dissemination of data.

7 2

To identify the impact of data
protection on remote sensing
activities, the nature of the data
relating to individuals must be
examined. Principle I of the UN
Remote Sensing Principles
distinguishes between primary data,
processed data and analysed
information. Under Frinciple I (e),
the dissemination of processed data
is copnsidered as a “remote sensing
activity* but not the dissemination
of analized Iinformation. 4s the
images do pnot ariginally contain the
necessary elements for the
personalization of the data, but are
added at a later stage, only
analyzed information can contain
personal data and thus could fall
under the (national) restrictions of
data protection. #Although under the
Remote Sensing Principles the
dissemination of analysed data does
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not constitute a remote sensing
activity, data protection
restrictions to analysed information
affect significantly the remote

sensing business.

It is interesting that under
domestic law alsp other restrictions
apply, namely those of intellectual
property rights, relating to the
added value of the analyzers. It is
this same added information that can
have the quality to personalize the
primary and processed data. Under a
proposal for a directive <'?° the
intellectual property rights relating
to databases will be bharmonized in
the EU <'=2>,

d) Vhat Kind of Restricti Could

but the tramnsfer to

main concern,
third parties. The combination of
processed data with other personal
data makes possible the individual
identification of properties (e.g.
land, buildings, automobiles) and the
assessment of their value,
productivity, etc. If the analysed
information contains personal data,
a dissemination is only permissible
after the comsent by the individual,
whose  personal information is
involved. This is In compliance with
4rticle 12, par. 1 of the EU draft
directive on protection of databases

14> which recognices the data
protection and  privacy  rights
subsisting in information

incorporated into a database.

1i) Government Uses of
Perspnal Data, Other restriction
apply to government uses of personal
data. This 1s an area strongly
influenced by each States' civil
rights culture and only some
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carnerstones can be set to indicate
desirable approaches.

The use of persomal
information should be limited to the
immediate needs and well defined
purposes of the authorities. The
transfer of personal information
from governmental database requires
prior consent by the individual,
unless higher public interests are

given (e.g. prosecution of criminal
acts). Additionally, under the
principle of proportionality, the

State intervention into the privacy
rights of an individual should be
not out aof balance with the purpose
to be achieved. 4  systematic
screening of individuals by a
government using remote sensing is
not acceptable under these
considerations. Instead, State
interference should be limited to
random checks or well defined
examinations, if  suspicion  has
solidified that a known person has
commited criminal acls or infringed
the public order.

7. Conclusions,

The dissemination of remote
sensing  images is subject to
restrictions. 4s an international
principle, States' sovereignty in the
field of remote sensing activities
is expressed through State access
rights to primary and processed data
of its own territory.

In' national legislations and
in the near future at Kuropean level,
the analyzer has exclusive
intellectual property rights in
analized information resulting of its
work, which may also contain remote
sensing data.

‘ In the domestic law of some
countries, and also at European
level, a legal framewark is evolving
to protect the individuval's right to
informational self-determination,
where the ipdividual has the right
of prior consent for the disclosure

of personal data.
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As evidenced by the Integrated
Systems far the verification of EU
farm subsidies, remote sensing data
can be combined with personal
information in databases.

One may wish that the EU
draft directive on data protection
should make express reference to
combined remote sensing and
personal data and thus to provide
for harmonized data protection in
these cases.
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